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Abstract. Cyberbullying is a growing problem in Turkey as well as all over the world. According to the findings

so far, the probability of being exposed to cyberbullying for those who use social media in Turkey has exceeded

20%. Although there is a lot of cyberbullying detection in English, there are few studies in Turkish. Machine

learning is often used to eliminate and detect this problem. In this study, different machine learning algorithms

were used to detect cyberbullying on Turkish texts. Our study was carried out using machine learning techniques

on a data set consisting of 3000 sentences written in Turkish and collected from social media. Precision, accuracy,

recall and F1-score were used to evaluate the performance of the classifiers. In the study, Linear SVM model

gave the highest results with 88.35% accuracy and 99.96% F1-score for CountVectorizer. With the same model,

88.69% accuracy and 99.96% F1-score results were achieved for Tf-Idf Vectorizer.
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1 Introduction

With the development of the social network, the number of cyberbullying began to increase
in the world. Cyberbullying detection is also attracting increasing attention, especially with the
use of Machine Learning. The reason for the increase in cyber bullying is that the bullying on
the internet cannot be detected or they think that even if it is detected, legal sanctions will not
be applied. Such cyberbullying crimes create psychological pressure on people and leave spiritual
traces in their lives in the future. It is very difficult to detect and counter cyberbullying in a
timely manner. Worldwide, large numbers of children are subjected to sexual discrimination and
gender-based violence, corporal punishment, war and other forms of violence. In addition, many
are exposed to gang violence, armed attack, rape, harassment, sexual and gender-based violence
by their peers in the schoolyard. As a new type of violence, incidents such as cyberbullying,
especially through mobile phones, computers, websites and social networking sites, negatively
affect children’s lives (Altay & Betül, 2017).

The development of information technologies and the rapid introduction of communication
tools into the lives of users paved the way for the development and diversity of social media
platforms, websites and sharing networks (Altay & Bilal, 2018). There are newly established
institutions in many countries to combat cyberbullying. As examples of these institutions, we can
show the National Crime Prevention Council in the USA and the Information Technologies and
Communications Authority in Turkey (Shukan et al., 2019). The fact that cases of cyberbullying,
which can be dangerous for children and adolescents, have become a growing social problem
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worldwide, has led educators, academics and law enforcement to examine the risks, prevalence
and consequences of cyberbullying and produce solutions in this regard (Fig. 2). Especially
in recent years, it has been observed that more and more countries have formed education
policies on this issue, supported research and projects, and established partnerships with non-
governmental organizations, academics, educators and families working on this issue (Akca &
Idil, 2017).

In Figure 1, some statistical results are given as a result of research on cyberbullying. Ac-
cording to these results, LGBTQ individuals are more likely to be cyberbullied on social media
(Ravichandran, 2017).

Figure 1: The percentage of cyberbullies (Ravichandran, 2017)

Figure 2: The percentage of children being cyberbullied

Academic research in various countries has focused on the perceptions and awareness of
children who have been cyberbullied, the effects of cyberbullying on them, and how they try to
cope with the problem. Although the nature of cyberbullying, the behaviors of cyberbullying
and the results of this phenomenon differ from country to country, it is clear that there are many
common points depending on the culture created by the new media (Akca & Idil, 2017).

As a result of many studies on cyberbullying, it has been shown that cyberbullying and
victimization have an extremely bad effect on people’s social, academic and emotional lives
(Eroǧu & Neşe, 2015). In their study Polat & Seda (2016), conducted using the relational
screening model, data on internet use, anger and expression styles of anger and stress manage-
ment variables were used, as well as socio-demographic variables believed to affect adolescents’
cyberbullying and victimization. Behavior variables were collected, evaluated and analyzed
systematically and statistically. The data obtained were explained with a descriptive method.
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Ünver & Zihni (2017) study was conducted to determine how much cyberbullying by secondary
school students is related to problematic internet use and risky online behaviors. In addition,
different factors such as age, gender, daily internet use and preferred websites have an effect on
this.

Cyberbullying is a growing problem in Turkey as well as all over the world. According to the
researches, with the increase in the number of people using social media recently, the probability
of being exposed to cyberbullying in Turkey has exceeded 20%. In this context, although there
are many studies on the detection of cyberbullying in English texts in the literature, there are
few studies on Turkish texts. In addition, only a limited number of algorithms and methods are
used in Turkish studies.

In the recent study, the Turkish dataset prepared in the article Bozyiǧit et al. (2018)
was used. First, various preprocessing steps were applied to the respective dataset. After the
preprocessing steps, stop word, n-gram and Tf-Idf approaches were applied as attributes on
the texts in the data set. Later, different machine learning algorithms developed were tested
to detect cyberbullying Twitter messages. Finally, the results of the developed models were
compared in terms of prediction success. As a result, Linear SVM model achieved the highest
success with 88.35% accuracy and 99.96% F1-score for Count Vectorizer. With the same model,
88.69% accuracy and 99.96% F1-score results were achieved for Tf-Idf Vectorizer.

2 Related Work

In the study Reynolds et al. (2011) a data set was created from the questionnaire from the
content of Formspring.me, a question-answer site where bullying occurs at a much higher level.
The labeling process of the large amount of data obtained in this study was carried out using
the Amazon Mechanical Turk web service. The application of the C4.5 decision tree method to
the created dataset revealed that texts containing cyberbullying were detected with an accuracy
of 78.5%.

Arroyo-Fernández et al. (2018) tested a number of vector space modeling techniques together
with several well-known classifiers to separately predict each of the aggression levels. Vector
space modeling techniques include latent semantic analysis (LSA) of Tf-Idf vectors, calculated
for n-gram features of characters or words according to both Tf-Idf and LSA.

Sugandhi et al. (2016) tested different classifiers on the dataset to see which classifier gave
the best accuracy. To do this, they split the labeled data into two sets, using 80% of the data for
training and 20% for testing. In the study, labeled data of 393 bullying and 2886 non-bullying
messages were compared with other studies using Linear SVM, Multinomial Naive Bayes and
KNN classifiers.

Novalita et al. (2019) addressed both cyberbullying and non-cyberbullying tweets. Looking
at the results of the random forest classification test, it was determined that the system suc-
cessfully found the cyberbullying tweets with the best F1-score of 90%. Isa & Ashianti, (2017)
searched for the most appropriate SVM kernel for cyberbullying classification. They found that
the best model was a multicore model with an accuracy of 97.11%, since the data used were not
linearly separable.

Artificial neural network (ANN) models such as LSTM, D-CNN, Random Forest (RF) were
used in the paper dealing with Turkish texts (Pervan & Keleş, 2019). The studies have been
carried out on the data collected from the N11.com website. In the study Agrawal & Awekar
(2018), artificial neural network models such as ANN, CNN, RNN, LSTM were used and among
them, LSTM showed the highest accuracy. Studies have been carried out on the data collected
from Twitter, a social media tool. In the study Yuvaraj et al. (2021), only the CNN algorithm
was used in this article examining the English texts and studies were conducted on the data
collected from Formspring.me. In the study, the highest score was obtained in the F1-score.

Zhao et al. (2020) and Rezvani et al. (2020) studied on the LSTM algorithm by considering
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different data in English collected from Twitter. In both studies, the LSTM showed its highest
score in the F1-score.

Rachid et al. (2020) used the CNN technique on the data generated from English texts.
Research was conducted on the data collected from Twitter, and the study found the highest
F1-score for CNN. In the study Pawar & Raje (2019), the data were created from English
texts and NB, LR (Logistic Regression), SGD (Stochastic Gradient Descent) machine learning
techniques were used. Data collected from Formspring.me was studied and in the study, LR
showed the highest accuracy and F1-score results. The GHSOM (Growing Hierarchical Self-
Organizing Map) technique was used in the paper on the English text (Di Capua et al., 2016).
Studies were carried out on the data collected from Formspring.me, Youtube, Twitter.

In the paper Aind et al. (2020), the Reinforcement Learning technique, which is an area of
machine learning, was used. Studies have been made on the data collected from the comments,
and reinforcement learning has shown the highest accuracy result in the study. In the study
Soni & Singh (2018), LR technique was used. Data collected from posts have been studied, and
LR showed its highest result in AUROC.

Haidar et al. (2019) a meta-algorithm technique used to improve the stability and accuracy
of machine learning algorithms. Research has been done on data collected from Twitter, and
in the study, SVM showed the highest score in the F1-score. Paul & Saha (2020) used BERT
machine learning technique in English. Studies have been done on data collected fromWikipedia,
Formspring.me and Twitter. In the study, BERT showed its highest result in the F1-score.

Algorithms such as BOW, Linear SVM, LR were used by Karcioǧlu and Aydin, (2019), which
was studied on Turkish texts. Studies have been made on the data collected from Twitter, and
in the study, SVM has shown the highest result in accuracy. When we look at the study Altay &
Alatas (2018), techniques such as BLR, RO, Multi-layer Perceptron, J48, DVM, which are used
relatively less, were used. Studies were conducted on data collected from the Formspring.me
website, and the study showed the highest results in F1-score and ROC.

In Kumari et al. (2021), Random Forest was used and studies were conducted on the data
collected from the comments written in the video conversations. In the study, Random Forest
scored highest in the F1-score. Hani et al. (2019) used SVM, Neural Network techniques.
Studies have been done on data collected from e-mail and additionally instant messaging, and
also in the study, SVM showed its highest result in F1-score. Song & Song, (2021) the CRT
algorithm was used and studies were conducted on the data collected from buzzes (phone calls),
and in the study, CRT showed the highest accuracy.

3 Preliminaries

In general, many types of cyberbullying are discussed in the literature, as cyberbullying differs
according to its effect on people (Weru et al., 2017). The most common types of cyberbullying
are:

- Harassment

Harassment is the transmission of insulting and profanity messages from the other party of
the cyberbully (Akca & Sayımer, 2017; Öztürk, 2017; Yazǧılı & Baykara 2021).

- Outing

Outing is the sharing of the personal information of the person who has been cyberbullied,
the information that should not be seen by anyone, or the photos, in a way that everyone can
see, on the phone and social media (Akca & Sayımer, 2017; Öztürk, 2017; Yazǧılı & Baykara,
2021).

- Exclusion

It is the deliberate removal or restriction of the person exposed to cyberbullying from groups
such as whatsapp and instagram (Öztürk, 2017; Yazǧılı & Baykara, 2021).
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Table 1: The summary of relevant studies.

- Imitation

Impersonation or phishing is to send or share various messages by disguising the cyberbullied
person or someone else in order to hurt the person or people who are being bullied and to make
them look bad in the society and in the presence of their friends (Yazǧılı & Baykara, 2021).

- Attack

An attack is the sending of various lies, bad and gossip phrases or information about the
person who has been cyberbullied to other third and fourth parties (Öztürk, 2017; Yazǧılı &
Baykara, 2021).

- Anger

This action, also known as flaming incitement, generally creates low demonstrative actions
and a hostile effect in the relations between people who use social media (Akca & Sayımer, 2017;
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Öztürk, 2017; Yazǧılı & Baykara, 2021).

- Fake profiling

Create fake profile is an action taken to embarrass people who are cyberbullied through fake
platforms such as websites and online groups, and to reduce their security with malicious news
(Öztürk, 2017; Yazǧılı & Baykara, 2021).

- Peer cyber tracking

Peer cyberharassment is a more severe form of harassment, which is another form of cy-
berbullying. The difference of this type from harassment is that the victim of cyberbullying is
constantly followed, threatened, intimidated, and constantly feeling in danger through different
communication technologies (Öztürk, 2017; Yazǧılı & Baykara, 2021).

4 Feature Extraction

At this stage, the texts shared on social media are handled, the features that machine learning
can work on are converted into vector format and certain studies are carried out. The reason
why it is used in n-gram applications, which is a widely used method in many applications, is
to capture the properties of the contents of the data. Packet load analysis is a technique used
in many areas such as text analysis. Especially in network load analysis, this concept is used in
various ways with various approaches (Hadžiosmanović et al., 2012).

Unlike other Turkish studies on the detection of cyberbullying, the document is expressed
numerically in the term matrix by using the n-gram method (n=1,2,3,..) in the data set. Thus,
it is aimed to evaluate the slang word sequences as a whole in the classification process. As an
example, the following terms are taken from the message ”çok gerizekalı birisin” (”You are such
a retard”).

- 1- gram terms: “çok”, “gerizekalı”, “birisin”,

- 2- gram terms: “çok gerizekaı”, “gerizekalı birisin”,

- 3- gram terms: “ç gerizekalı birisin”

CountVectorizer is a widely used technique provided by the scikit-learn library in the Python
programming language. The purpose of using this technique is to transform a text under con-
sideration into a vector based on the frequency, or count, of each word in the entire text. In this
method, each word in the documents is vectorized using the frequency of words in the corpus.

Tf-Idf is the weight factor calculated with the statistical method that shows the importance
of a term in the document. The weight of a Tf-Idf term is obtained by multiplying the term
frequency (the number of times the term occurs in a document) by the inverse term frequency
(the log ratio of the number of documents in the dataset to the number of documents containing
the term).

More specifically, the Tf-Idf value for the word t in document d is calculated from the corpus
C (documents set) as follows:

tf−df (t, d, C) = tf (t, d) ∗ idf (t, C) , (1)

where

tf (t, d) = log (1 + freq (t, d)) (2)

and

idf(t, d, C) = log(
N

count(d ∈ C : t ∈ d)
) (3)
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5 Evaluation Metrics

Since cyberbullying detection is a classification task, the accuracy score is also considered as
the first rating scale. Accuracy, which is a metric, is mostly used to measure the success of
the model, but unfortunately it is insufficient on its own. The value of accuracy is calculated
by the ratio of the predicted areas in the model to the total dataset. One of the biggest
reasons for using F1-score instead of it due to lack of accuracy is the uneven distribution of
the considered dataset. In addition, another reason that makes the F1-score important for us
is that it is a measurement metric that includes not only False Negative or False Positive but
also all error costs. Recall indicates how well positive situations were predicted, and precision
indicates success in a positively predicted situation. Learning performance was calculated using
the confusion matrix in Table 2. The F1-score, accuracy, precision, and recall are given in the
equations below.

Table 2: Confusion Matrix

Accuracy =
TP + TN

TP + FP + TN + FN
, (4)

Recall =
TP

TP + FN
, (5)

Precision =
TP

TP + FP
, (6)

F1− score =
2 ∗ Precision ∗Recall

Precision+Recall
. (7)

6 Machine Learning Methods

Machine learning is a standalone computing solution based on data and experience. Decisions
to be made in machine learning are usually oriented towards prediction or classification (Hutter
et al., 2019; Sarkar, 2019). There are some training methods for labeling training data. By
tagging here, it is meant that the data is first classified by humans and then used for machine
learning (Aggarwal, 2018). Also, supervised learning of a model depends on labeled data, and
unsupervised learning is when the learning data is unlabeled. In unsupervised learning, the
machine learns to classify itself according to the similarities and differences between the data.
Semi-supervised learning is learning applied to a combination of labeled and unlabeled data
(Rosa et al., 2019).

Depending on the labeling of the training data with different training methods, the algo-
rithms used in this study are listed below:

- Multinomial Naive Bayes
- Decision Tress
- Random Forest
- Linear SVM
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7 Application

7.1 Dataset

In this study, it is aimed to detect Turkish cyberbullying messages by using different machine
learning algorithms. The proposed work consists of machine learning methods such as prepro-
cessing and feature extraction. The steps performed in the study and the flow between them
are visualized with Figure 3.

Figure 3: Flow of proposed work

In the recent study, the data set consisting of 3,000 Twitter shares used in the article (Bozyiǧit
et al., 2019) was used, and half of the messages in this set were labeled positively (containing
cyberbullying) and the other half were labeled negatively (not containing cyberbullying). In
order to obtain better results for the data set used in the study, some preprocessing steps were
carried out. In the first step, numeric characters, punctuation, and web links were removed from
the shared folders in the dataset and converted to lowercase. It is noteworthy that the data set
used in this direction has a fairly balanced distribution. Some common messages in the dataset
and their labels are shown in Table 3 as an example.

Table 3: Some messages in the dataset

The 3,000 Twitter messages, of which 1,500 are related to cyberbullying (cyberbullying=1)
and 1,500 are not related to cyberbullying (cyberbullying=0).
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Figure 4: Characters’ distribution in tweets

Figure 5: Words’ distribution in tweets

Figure 6: Average word length of each tweet
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Also, classification with machine learning is used as it is important to have a balanced
distribution and an even number of labels. An exploratory analysis of the word, character, and
average word length of each tweet from Twitter with and without cyberbullying was performed,
and the results are shown in Figures 4-6. As a result of the study, formal similarities were found
between Turkish messages with and without cyberbullying.

7.2 Data Preprocessing

Before the dataset is processed by the written program, some preprocessing processes are done.
To make these operations understandable, the pseudocode is shown in Figure 7.

Figure 7: Pseudo code of the text preprocessing method

8 Results and Discussion

The computational results using CountVectorizer and Tf-Idf Vectorizer approaches are given in
the tables 4 and 5. In the study, when CountVectorizer was used, Linear SVM model had the
highest results with 88.35% accuracy and 99.96% F1-score, and Random Forest model had the
lowest results with 86.36% accuracy and 99.21% F1-score (Fig. 8). When Tf-Idf Vectorizer was
used, Linear SVM model had the highest results with 88.69% accuracy and 99.96% F1-score,
and Decision Tree model had the lowest results with 85.69% accuracy and 99.16% F1-score (Fig.
9). Therefore, in the context of the classification developed for the detection of cyberbullying
in Turkish texts:

- The F1-score of 99.96%, obtained with the Linear SVM algorithm, is the most successful
result known in Turkish literature, according to studies using classical machine learning models.

- It can be said that these results are also successful when compared with the results of the
research conducted in different languages.

Table 4: Evaluation Results of Machine Learning Models in Train datasets using CountVectorizer
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Figure 8: Evaluation Results graphics of Machine Learning Models in Train datasets using Count Vectoizer

Table 5: Evaluation Results of Machine Learning Models for Train datasets using Tf-Idf Vectorizer

Figure 9: Evaluation Results graphics of Machine Learning Models for Train datasets using Tf-Idf Vectorizer

In the study Bozyiǧit et al. (2021), three same and three different algorithms were used on
similar data, the results are shown in detail in Table 6 and Figure 10. The results of the Linear
SVM, Multinomial Naive Bayes, Random Forest and KNN algorithms used in the aforementioned
study were compared with the results of this study. According to the comparisons, it has been
observed that there are noticeable differences between the results obtained. The highest results
in the article Bozyiǧit et al. (2021) were found to be 85.4% F1-score and 86.8% accuracy in
Linear SVM. It was observed that the values obtained according to the results of both articles
were higher, especially the F1-scores. In this study, it is thought that the results are better
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thanks to the n-gram, stop word, word of bag and text preprocessing techniques used.

Table 6: The detailed results of (Bozyiǧit et al., 2021) with experimented classifiers. using Tf-Idf Vectorizer

Figure 10: Graphical representation of Bozyiǧit et al. (2021) results

9 Conclusion

Recently, our social life has helped people to express themselves on many issues. But unfortu-
nately, some users do not use social media with cyberbullying-like actions in good faith, and
they use some abusive and threatening words against users they know or do not know. For
this, machine learning models were used in our study to prevent such malicious actions. In this
study, considering Turkish social media messages such as twitter, four different machine learn-
ing algorithms were used and cyberbullying was detected. In this context, according to future
studies, it is aimed to increase the performance of the recognition model for bad words used in
the Azerbaijani language by including the shares made in Azerbaijani language from Youtube
or Twitter, and to evaluate various machine learning methods at the same time.
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